


AHOTAINISA

AKTYaJIbHICTbh po00TH. Y Cy4acHOMY CBIT1 €JICKTPOHHA KOMYHIKAIlls € HeB1/1'€MHOIO
YaCTUHOIO KOPMOPATUBHUX MEPEXK. 3 PpOCTOM 0O0cCAriB 1H(OpMALIHHKUX MOTOKIB Ta
IHTEHCUBHICTIO iX 00pOOKM BUHUKAE HEOOX1THICTh y 3a0e3MmedeHHi cTablIbHOI Ta 6€3neYHOT
po0OOTH crcTeEM eNeKTPOHHOT momTrH. OJJTHUM 3 BXKJIMBHUX ACIEKTIB € MepeBipKa 31aTHOCTI
MONITOBUX CEPBEPIB BUTPUMYBATH PI3HOMAHITHI HaBaHTakeHHs. CTpec-TecTyBaHHS, SK
YacTHMHA TECTYBAHHS INPOAYKTUBHOCTI, JIO3BOJISIE€ BUSBUTU CJIa0KI MICII B cCHCTEMax
€NEKTPOHHOI MOIITH Ta Mepea0aYuTH X MOBEAIHKY B YMOBAaX BUCOKHX HABaHTAXKEHb, 1110
0COOMMBO BaKJIMBO [IJIs1 3a0€3M€UYCHHS] HAAIMHOCTI KOPIOPATHUBHUX KOMYHIKaIid. Tomy
JOCJIII)KEHHSI METOIIB CTPEC-TECTYBAHHS € aKTYaJbHUM JJIs MiABULIEHHS €(pEKTUBHOCTI Ta
0e3MeKu KOPIOpaTUBHUX MEPEK.

Kiarwouosi ciaoBa: CTPEC-TECTYBAHHS, EJIEKTPOHHA KOMYVYHIKALIA,
TECTYBAHHS, MEPEXEBUH TPA®IK, IIPOJYKTUBHICTh MEPEXI,
TECTYBAHHS ITPOTOKOJIIB, OIITUMI3BALILS, BE3IEPEBIMHICTD 3B’ SI3KY.

O0’€KTOM AOCTIIKEHHS € TPOILIECH CJICKTPOHHOI KOMYHIKAIlli B KOPHOPAaTUBHUX
MEpexax, 30KpeMa iX MOpPOAYKTHBHICTb, CTIMKICTh JI0 HaBaHTAXKEHbL 1 3a0e3medeHHs
HAJIMHOCTI Iepenadl JaHHX.

Meta poboTu: 10CTIHKEHHS METOIB CTPEC-TECTYBAHHS €JIEKTPOHHOT KOMYHIKAIIi B
KOPMOPaTUBHUX MEpEkKax.

Ctpykrypa Ta o00csar poboru. O6’em maHoi poOOTH CTAaHOBUTH 55 CTOPIHOK
JPYKOBAHOTO TEKCTY, MICTUTh 28 pUCYHKIB, 19 miTepaTypHuX mkepesia. PoboTa MiCTUTH
BCTYT, 4 PO3/LIA, BUCHOBKH Ta CIIUCOK BUKOPUCTAHUX JKEPET.

Y mepmioMy po3AUTl PO3TJISHYTO MNPOTOKOJIM Ta MporpamMHe 3a0e3leyeHHs, IO
BUKOPUCTOBYIOTHCSI B €JNEKTPOHHMX KOMYHIKallisix st 3a0e3medeHHs mnepeadi
eNeKTpoHHOI mommTH, Taki aKk IMAP, POP3, SMTP, a Takox pi3HI arcHTH IOIITH, IO
BUKOPHUCTOBYIOTHCA JUTsl 0OpOOKH MOBITOMIIEHb.

VY apyromy po3aisii OmucaHi TUIY TECTYBAHHS MPOAYKTHBHOCTI, Cepel IKUX



TCCTYBaHHS HABAHTAXXCHHS, BHUTPUBAIOCTI, CTPEC-TECTYBAHHS, TCECTYBaHHS MIKOBUX
HaBaHTAXXEHb Ta MacIITA0OBAaHOCTI, & TAKOX THUIOBI MPOOIEMH, SIKI BUHUKAIOTh Mij] Yac
TECTYBaHHS MPOTyKTUBHOCTI.

Tperiit po3ain BKIouae B ceOe¢ HaJAlITYyBaHHS CEPEIOBHINA 7 TECTYBAaHHS
MPOAYKTUBHOCTI €AEKTPOHHMUX KOMYHIKAIA 3 BUKopucTaHHAM Apache JMeter, a Takox
PO3pOOKY MOAYJIIB JUIsl eMYJIALIT CepBEPiB Ta TECTYBaHHS MOIMITOBUX CEPBICIB.

YerBepTuii po3IIa 30CEpPEIKEHUM Ha TECTYBaHHI HABAaHTAXXEHHS Ha CepBepuU
€NEKTPOHHOI MOIITH, & TAKOXK Ha MOPIBHSIHHI PI3HUX MPOTOKOIIB, Takux sik IMAP 1 POP3,
B YMOBaX BHCOKHX HaBaHTa)KCHb.

MeTtoau nocaigkeHHsl. Y JOCHIKEHHI BUKOPUCTAHO METOAM CTPEC-TECTYBaHHS,
MaTeMaTUYHOrO MOJCIIOBAHHS Ta AaHAMITHYHHM TIAXiJg I OIIHKKA e(PEeKTHBHOCTI
€IeKTPOHHUX KOMYHIKAlIHHUX TPOTOKOJIB B YMOBAaX BHCOKHUX HaBaHTaXXeHb. Jlis
TECTYyBaHHS MPOJYKTUBHOCTI MOINTOBHUX CEPBEPIB 3aCTOCOBAHO METOAMKY MEPEBIPKU Ha
BUTPUBAJIICTh 1 CTpEC-TECTYBaHHS 3 BUKOPHUCTaHHSAM i1HCTpyMeHTY Apache JMeter. Lle
JO3BOJIMJIO BU3HAUMUTH MOXJIMBI Ypa3JIMBOCTI B cepBicax MpHU BEIUKUX oOcarax Tpadiky Ta
3a YMOB NIKOBHX HaBaHTaXeHb. J[JI1 aHamizy NpOAYKTHBHOCTI CEpBEpiB TaKOX Oyiu
BUKOPUCTAHI THUIOBI METPUKH MPOAYKTHBHOCTI, Taki K 4Yac 3aTPUMKH, MPOIYyCKHA
3ATHICTB 1 00CSAT 0OPOOJICHUX NTaHUX.

Pexomenaanii 11010 BAKOPUCTAHHS TA Pe3yJbTATH BIPOBA:KeHHs. Pe3ynbTaTn
poOOTH MOXYTh OyTH BUKOPHCTaHI MPU TECTYBaHHI Ta ONTHUMI3allil NOIITOBUX CEPBEPIB,
IO BUKOPHUCTOBYIOTHCS B KOPMOPAaTUBHUX MepeXax. 3ampoloHOBaHI METOIM CTpec-
TECTYBaHHS JO3BOJISIOTH BU3HAYUTH TPAHUYHI MOXKJIMBOCTI CEPBEPIB IPU MAKCUMAIBLHUX
HABAaHTAKEHHAX 1 ONTUMIZYBATH 1X KOH(DIrypalito A MOKpaIIEeHHs MPOIYyKTUBHOCTI Ta
CTIMKOCTI 10 300iB. BmpoBamkeHHsS poO3poOJICHUX METOAUK J03BOJUTH 3a0e3MeYruTH
HaAlliHy poOOTy €JIEKTPOHHUX KOMYHIKaliii B yMOBax BHCOKHMX HABaHTaXX€Hb, MIO
MIJBUILUTH SIKICTh OOCTYrOBYBaHHS Ta 3HU3UThH PU3UK BUHUKHEHHS HEMOIAI0K Y MEPEkKaXx.
Takox pe3yibTaTamMu JOCTIIKCHHS MOKHA CKOPUCTATUCA JJIs1 YAOCKOHAJICHHS MPOIICCIB
MacimTabyBaHHsS Ta YNPAaBIIHHS CEPBEPAMM, IO JO3BOJUTH 3HWXKYBATH BHUTPATH Ha
MIATPUMKY 1HGPACTPYKTypH Ta 3abe3nedyBaT cTadiibHy poOOTY B yMOBAaX 3MiHIOBaHHX

HaBaHTa>XCHb.



OVERVIEW

Relevance of the work. In the modern world, electronic communication is an integral
part of corporate networks. With the growth of information flow volumes and the intensity
of their processing, there is a need to ensure the stable and secure operation of email systems.
One of the key aspects i1s checking the ability of mail servers to handle various loads. Stress
testing, as part of performance testing, helps identify weaknesses in email systems and
predict their behavior under high loads, which is especially important for ensuring the
reliability of corporate communications. Therefore, researching stress-testing methods is
relevant for improving the efficiency and security of corporate networks.

Keywords: STRESS TESTING, ELECTRONIC COMMUNICATION, LOAD
TESTING, TRAFFIC, PERFORMANCE, PROTOCOL TESTING, NETWORK
OPTIMIZATION, COMMUNICATION CONTINUITY.

The object of the study is the processes of electronic communication in corporate
networks, particularly their performance, load resilience, and ensuring reliable data
transmission.

Objective: The objective of this study is to research the methods of stress-testing
electronic communication in corporate networks.

Structure and scope of the paper. The volume of this work is 55 pages of printed
text. It contains of 28 figures and 19 literature sources. The work consists of an introduction,
four chapters, conclusions, and a list of references.

In the first chapter, protocols and software used in electronic communications for
ensuring email transmission are discussed, such as IMAP, POP3, SMTP, as well as various
mail agents used for message processing.

The second chapter describes types of performance testing, including load testing,

endurance testing, stress testing, peak load testing, and scalability testing, as well as

¥

common issues that arise during performance testing.
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The third chapter includes setting up an environment for testing the performance of
electronic communications using Apache JMeter, as well as the development of modules
for server emulation and mail service testing.

Chapter four focuses on load testing of email servers, as well as comparing different
protocols, such as IMAP and POP3, under high load conditions.

Research methods. The research utilizes stress testing methods, mathematical
modeling, and an analytical approach to assess the performance of electronic
communication protocols under high load conditions. To test the performance of mail
servers, endurance testing and stress testing techniques were applied using the Apache
JMeter tool. This allowed the identification of potential vulnerabilities in services under
high traffic volumes and peak load conditions. Typical performance metrics, such as latency,
throughput, and the volume of processed data, were also used to analyze server performance.

Recommendations for use and implementation results. The results of this work
can be applied in the testing and optimization of mail servers used in corporate networks.
The proposed stress testing methods help identify the servers' limits under maximum load
and optimize their configuration to improve performance and resilience to failures.
Implementing the developed techniques will ensure the reliable operation of electronic
communications under high load conditions, improving service quality and reducing the risk
of network failures. Additionally, the findings can be used to enhance scaling and server
management processes, reducing infrastructure maintenance costs and ensuring stable

operation under changing load conditions.
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