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VKpainucokutl oepoicasnuti yHigepcumem 3aii3HUYHO20 MPAHCNOPIY

KiGep3arpo3a s manpueMcTBa — 1€ TOTSHITIHHA MOYKJIMBICTh BHHUKHEHHS
MIKIJITMBUX J1i 200 mofii B iHpopMaiiiaux TexHoioriax (IT), ski MoxXyTh 3aBaaTH
ITKOJTM O13HEC-TIpoIecaM, IAHUM YU 1HIIMM acIleKTaM JisIbHOCTI manpueMcTsa. Lle
MOKE BKJIIOYaTH B ce0e pPi3HI BUJM aTak, Takl K KiOEpIPOHUKHEHHS, BIPYCH,
MIKIJIMBI Tiporpamu, ¢imnHr, DDoS-ataku Ta iHmIn 3arpos3u s iHGopmariiitHoi
oe3neku. Bugamu kibep3arpo3 ais MiAmpUEMCTBA MOXKYTh: BTpaTa JaHUX (aTakw,
CIIpSIMOBaHI Ha BKpaJieHHs a0o0 TMOIIKOMKEeHHS KOH(IEeHIIHOI 1HdopMarii,
MOXXYTh TPHU3BECTH /IO CEPUO3HUX (PIHAHCOBUX BTpAT Ta MOPYUIEHHS IOBIpU
KIIIE€HTIB); mepepuBaHHs Oi3Hec-miporieciB (DDoS-araku um iHmn ¢opmu arak
MOXYTh TPHU3BECTH 10 TMPU3YNHUHEHHS POOOTH BAXKIMBHUX CHUCTEM, IO MOXKE
BIUIMHYTHU Ha MPOIYKTUBHICTH Ta MPU3BECTU /10 ()1IHAHCOBUX BTPAT; MOIIKOIKEHHS
penyramii (y BHIIQAKy BHUTOKY BaXJIMBOI 1HGopmMalii abo BTpaTH JIaHHX,
HIIPUEMCTBO MOKE 3a3HATH IIKOJIM CBOIM pemyTailii, 10 MOKE BIUIMHYTH Ha
BIJHOCUHM 3 KII€HTaMM Ta TMapTHEpaMu); BTpaTd (IHAHCOBUX AaKTHUBIB
(xibep3arpo3u MOXXYTh BIUIMHYTH Ha (PIHAHCOBI aKTUBHU MIJNPUEMCTBA, TaKl SIK
paxyHKH, IHBECTHIIII a00 (piHAHCOBI TpaH3aKllii); MOPYIIEHHS BUMOT LIOJI0 3aXUCTY
naHux (Kibep3arpo3u MOKYTh IIPU3BECTH J0 MOPYILIEHHS TPABOBUX BUMOT CTOCOBHO
3aXHCTYy OCOOMCTHMX JaHUX 1 BUKJIMKATH IPABOB1 HACIIJIKH JJIs IIIIPUEMCTBA);
BTpaTa JOCTYIy JIO CHUCTEM Ta TOCIHyr (aTaku, Takl SK PO3KpaJaHHI
ayTeHTU(IKAIINHUX JaHUX, MOXYTh MPU3BECTH JI0 BTPATH JOCTYIY JI0 CUCTEM Ta
MOCJYT, 10 MOXE BaXKO BIJHOBUTH Ta BHMaratu BEJIMKUX 3YCHIb JUIS
BIJTHOBJICHHS) Ta 1HIIIC.
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Jliia 3axucty BiJ KiOep3arpos3 miJnpHeMCTBA MOBUHHI BXXUBATH CHUCTEMHUX
3ax0/iB 1H(OpMaIiitHOT Oe3MeKH, TaKUX sIK BCTAHOBJICHHS BIATIOBITHUX 3aXO/IiB
3aXMCTy, HABYaHHS MEPCOHANy IOAO0 KibepOe3nmeKku Ta BUKOPUCTAHHSA Cy4acCHUX
TEXHOJIOT1M 3aXHUCTy NaHMX 3 YpPaxyBaHHSIM MOKIMBOCTEH B MeXaxX YHUHHOTO
3aKOHOJIaBCTBA. 30KpeMa B I[bOMY MHUTaHHI, OCHOBOIIOJOXKHUM HOPMAaTHBHHUM
TOKyMeHTOM € 3akoH Ykpainu «IIpo ocHOBHI 3acanu 3a0e3neueHHs KioepOe3neku
VYkpaiamy [1], skuit BU3HAYA€ «... MIPaBOBI Ta OpraHi3aIliiiHi OCHOBHU 3a0€3MCUCHHS
3aXUCTY JKUTTEBO BAXKJIMBUX IHTEPECIB JIOAUHU 1 TPOMAASHUHA, CYCIIUIBCTBA Ta
JIEp’KaBM, HalLllIOHAJBHUX IHTEPECIB YKpaiHM y KiOeprnpocTopi, OCHOBHI IIiii,
HaIPSIMU Ta TPUHIUIH JEP>KABHOT MOJITHKH Y cepi KibepOe3neKu, TOBHOBAKCHHSI
JIep’)KaBHUX OpraHiB, MANPUEMCTB, YCTAaHOB, OpraHi3alliid, 0ci0 Ta TpOMasH y i
chepi, OCHOBHI 3acagu KOOPJWHAIMIlI IXHBOT JISUTBHOCTI 13 3a0e3MeueHHs
KiOepOe3meKny.

Cepen HU3KHM TEPMIHIB, SIKI BXKMBAKOThCA y TIAyMadyeHHI 3aKOHY YKpaiHu
«IIpo ocHoBHI 3acanu 3abe3nedyeHHs KibepOesneku Ykpainm» [1] (imaukaropu
kibep3arpo3, kibeparaka, kidbepoe3neka, Kidbep3arposa, Ki0ep3axuct, Kibep3rIounH
(KOMITFOTEpHUN  3710YWH), KIOEp3JIOYMHHICTh, KiOepoOopoHa, KiOepmpocCTip,
KiObeppo3Bika, KibepTepopusM, KIOEPIIMUTYHCTBO, KpPUTHYHA iH(OpMaIliitHa
iHbpacTpykTypa, HarmionanpHa TeJIeKOMyHIKalllifHA Mepeka, HaIllOHaJIbHI
CJIeKTPOHHI iH(popMaIliiHi pecypcu, HamioHanbHMT TEHTP pe3epByBaHHSA
JIEepKaBHUX  1HPOPMAIIMHUX pecypciB, OO0’€KT KpUTUYHOI iHOpMaIlliitHOl
1HGPACTPYKTYpH, CUCTEMA YIPABIIHHS TEXHOJOTITUHUMM MPOIECAMU, CHUCTEMU
€JIEKTPOHHUX KOMYHIKAIlil, CCTeéMa aKTMBHOI MPOTHU/IIi arpecii y kibepmpocTopi,
aKTMBHA TPOTHU[IIA arpecii y KiOepmpocTopi), 3 TOUYKH 30PY KOHIIENTYaJbHO-
MOJIEIBHOTO PO3YMIHHS, Ha Halll TMOIJISI, 3 METOK MOOYJAOBH MIIIHOI CHCTEMHU
KibepOesnekn € Taki TOHATTS SK caMma «KibepOesmekay, «KibepmpocTipy,
«kibep3arposa», «kideparaka» Ta «1HIUKATOPU KiOEp3arpo3.

Ha nam morisi, came iHIuKaTopy Kibep3arpo3 € KOHKPETHUMHU O3HAKaMH Y1
MOMIsIMU, fKI BKa3ylOTh Ha HasBHICTb a00 MOXIUBICTH KiOep3arpo3u. Bonu
BUKOPUCTOBYIOTHCA JIJIi BUSIBJICHHS Ta pearyBaHHA Ha TMOTEHIIINHI 3arpo3u 1
JIO3BOJIIIOTh BUACHO BUSIBUTH MOPYILIEHHS O€3MEeKH 1 3amoOirTé iX MoAajibIIoMy
PO3BUTKY.

[aaukaTopu kibep3arpo3 MokHa PO3JITUTH Ha JABI OCHOBHI Karteropii [2]:
inouxamopu xomnpomemayii (IoC - Indicators of Compromise) — 1 1HIUKATOPH
BKa3ylOTh Ha KOHKPETHI O3HaKu abo CIigu TOro, M0 CHUCTeMa 4d Mepexa Oya
aTakoBaHa a0o kommpomeToBaHa; Ta inouxkamopu amaxu (IoA - Indicators of
Attack) - 11 iHIMKaTOpY BKA3yIOTh HA IMEBHI eTanu abo METOJH, sIKI 3JI0BMUCHUKHU
BUKOPHCTOBYIOTH IIiJl Yac aTakd, BOHU JOMOMAaraloTh BUSBUTH aTaKy Ha paHHIX
CTaisX, HaBITh JI0 TOTO, SIK CHCTeMa 0yJie KOMIIPOMETOBAHaA.

[anukatopu Kibep3arpo3 BHKOPHUCTOBYIOTHCS B CHCTEMax MOHITOPHUHTY
Oe3MeKyu Ta aHali3y MOMIM JJIs BHUSBIICHHS IMOTCHIINMHO HEOE3MEUYHUX CHUTYaIlil.
CrocTepexxeHHs 3a TAaKUMHU IHJUKATOpaMU JO3BOJIIE BYACHO pearyBaTh Ha
Ki0ep3arpo3u, BIJOKpPEMJIIOBATH iX Ta 3ale3neuyBaTH Oe3meky iH(popMaliiHuX
pecypciB mianpuemcTsa [3].
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EKOHOMIYHI BUKJIMKH B YMOBAX BOEHHOI'O CTAHY

THTAKYJITHA Aneemuna Anamoniiena,

KAHO. eKOH. HAYK, O0YeHm,

COKOJIOB Bnaoucnae Audpiiiosuu,
3000y8ay 8UWoOi oceimu

Xaprxiscokuil nayionanbHUull yHigepcumem
Micvko2o 2ocnooapcmea imeri O. M. bexemosa

YMOBH BOEHHOTO CTaHy HE TIJIbKH TECTYIOTh CTIHKICTh CYCILUIbCTBA, aje U
CTBOPIOIOTh CYTT€BI €KOHOMIYHI BHUKJIMKU Il CyO'€KTIB TocrogaproBanHus. llei
nepiol Hece B co0l HU3KY YHIKAJIbHUX MPOOJIeM Ta 3arpo3, SKi BUMAararoTh
KpPEaTHBHOTO Ta CTPATETIYHOTO MiX0Ay JUIsl ojonaHHs. [[aBaiite mormubumocs y
CBIT €EKOHOMIUHUX BUKJIMKIB B yMOBaX BOEHHOT'O CTaHY:

- 3MEHIIIEHHsI 1HBECTHII Ta (iHAHCOBAa HECTaOUIbHICTh. BoeHHMI cTaH
MPU3BOJUTH JO HEBU3HAYEHOCTI, 110 POOUTH IHBECTOPIB O0EPEKHUMU. 3MEHIIIEHHS
1HBECTHIIIN Ta KONMMBAHHS (DIHAHCOBOTO CTaHY CTalOTh CEPUO3HUM BHUKIMKOM IS
mianpueMCTB. PO3BUTOK KpeaTMBHUX METOJIB 3aJIy4eHHS KamiTany Ta ¢iHaHCOBa
CTpaTerisi CTal0Th KIOUYOBUMHU (DaKkTOpaMu JjIsi BUKHUBAHHSI.

- HEOOX1THICTh aJanTallli JaHIIOTIB MOCTaYaHHS Ta BUPOOHWYMX ITPOIIECIB.
YMOBU BOEHHOTO CTaHy MOPOJKYIOTh MEPEIIKOAM Y JIAHIIOrax MOCTavyaHHS Ta
BUpOOHMUMX Tporecax. CynepeyHocTi Ta MEpepBH y TPAHCIOPTI MOXKYTh
MPU3BECTH JI0 3aTPUMOK Ta BTpaT. [ligmpuemMcTBa MOBUHHI MPUCTOCOBYBATU CBOI
BUPOOHMYI MPOIECH Ta 3HAXOJIUTH AIbTEPHATUBHI IIUIAXHU 3a0€3MeYeHHS pecypcaMu
[1].

- 3MIHH B TIOTIMTI Ta CIIOKUBYiM TIcuxoJorii. BoeHHUI cTaH CynmpOBOIKY€EThCS
HE TUIBKH CEKOHOMIYHOIO, ajleé M IICHXOJIOTIYHOI0 HecTaOuIbHICTIO. [lomuT Ta
CII0KMBYA aKTUBHICTh 3MCHIIIYIOTHCS Y€pe3 CTPECOBY 0OCTaHOBKY. J[1J10B1 Cy0'€KTH
MOBUHHI aJIallITyBaTH CBOi CTpATerii MApKETUHTY Ta MPUCTOCOBYBATH MPOIYKTOBI
MIPOTIO3HUIIIT 10 3MiH CIIOKHUBUYOT TOBEIIHKHU.

- MPaBOBI Ta MOJIATKOBI 3MIHU. Y MOBH BOEHHOTO CTaHy YacTO BEAYTh JIO 3MiH
B MPAaBOBOMY Ta MoAaTkoBoMy cepenoBuini. Cy0'ekTH rocrmogapioBaHHs MOBHHHI
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