TEXHOJIOT'H 3AXUCTY IHOOPMAIII
Il cemecTp 2023-2024 naBu. pik, cujaadyc Kypcy

OcBiTHA nporpama Texnouaorii mry4noro inrejaexry (TIII)
CreuianbHICTh 126 — InpopmariiiHi cucTeMH Ta TEXHOJOT1i
OcBITHIi pIBEHb nepiuii (bakanasp)

KomnerentHocTi KI K32 K38 KC 2 KC3
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Jlekiii Ta MpaKTUYHI 3aHATTS BIJMOBITHO IO PO3KIATLY
http://rasp.kart.edu.ua

[Hdopmartiiini pecypcu Kypcey:
https://classroom.google.com/c/NTkyNDQ4MTMzMzY x?cjc=4smeqgsv

MeTtor0 Kypcy € popMmyBaHHSI 6a30BUX 3HAHB 3 IHPOPMAIIHHUX TEXHOJIOT1H,
JUISL MOJKJIMBOCTI OPIEHTYBATHCS y CyYacCHHX HaIpsSMKax 3axucTy iHQopmariii,
aMIHICTpYBaHHS 1 yIpaBJIiHHA OE€3MEeKO0, aHali3y Ta HaJaroKEHHIO CHCTEMH
Oe3MeKku, aBToMaTHu3allli 3a7a4 HajJaro)KeHHsS CUCTEMH Oe3IEeKH, OI[IHKU Oe3leKU
iHOpMAIITHUX TEXHOJIOTIH, PO3POOKH MOJITUKH i1HOpMAIliiHOI Oe3reku Ta
CTBOPEHHIO 0€3MEYHOT0 30BHIITHHOTO CEPEIOBUIIA 33 CTAHAAPTOM.

Tema 1. ba3oBi nonsaTTa npo ingopmauiio Ta 3axucT inpopmamii.
o OcHoBHI noHATTS iHPOpMaIis, HOcli iHpopMaIlii, 3aXucT iHGOopMaIrii.
o Kpunrorpadis.

o udpysanns ta posmmudpysanns. Tunu Raid macusis.

Tema 2. Crpykrypa cuctemu 0e3nekun OC Windows.

o Crpyxkrypa cucremu 6e3reku OC Windows, mporokon Kerberos.

o Karamor, Active Directory.

Tema 3. MeTtoau i 3aco0u 3aXUCTy KOMII'IOTEPiB.

o PizHoBHIM KOMIT'IOTEPHUX BipyCiB.

o Bunu mkigmmBoro mporpamMHoro 3a0e3neyeHHs.

o Knaccudukanus aHTUBUPYCHBIX MPOIYKTOB.



http://rasp.kart.edu.ua/
https://classroom.google.com/c/NTkyNDQ4MTMzMzYx?cjc=4smegsv

Tema 4. Cy4acHuii craH iHgopmaniiiHOl 0e3NeKH B JIOKAJIbHUX |
rj100a1bHUX MepesKax.

° [loOynoBa 3axuiieHUX BIPTyaJdbHUX NpHUBaTHUX Mepexk VPN Ta
iH(popMalliiiHa 6e3neKa B TIOKaTIbHUX 1 II100aIbHUX MEpekKax.

o [Ipunuunu po6oTu OpanaMayepis.

Hucnumutina po3paxoBaHa Ha cemectp 10 mekwii 3aransHuUM obcsirom 30
aKaJIeMIYHUX TOAUH Ta 3 jJabopaTopHUX poOOTH (KOXKHA 3 5 YaCTHH) 3arajibHUM

o0csarom 30 akanemiunux roauH. Kypc 3aBepinyeTbest iCIIUTOM.

JlexTop Ta naboparopHuil npakTukyM foueHt bpukcin B.O.

Jlexyisa 1. OcHoBHI OHATTS 1H(pOpMaIlis, Hocll 1HpOopMaIlii, 3aXUCT
iHpopMmarIii.

Jlexyis 2. Kpunrorpadis.

Jlexyis 3. [Mudpysanns ta po3mudpysannsd. Tunu Raid macusis.

Jlexyis 4. Crpykrypa cuctemu 6e3neku OC Windows, MmpoToKo:d
Kerberos.

Jexyis 5. Karanor, Active Directory.

Jlexyis 6. P13HOBUAM KOMITFOTEPHUX BIPYCIB.

Jlexyis 7. Buau mikigmmBoro nmporpamMHoro 3ade3neyeHHs .

Jlexyia 8. Kiaccuduxaiys aHTUBUPYCHBIX MTPOJTYKTOB.

Jexyis 9. [ToOGymoBa 3axuIEeHUX BIpPTyaJdbHUX IMPUBATHUX MEPEK
VPN ta indopmarriiina 6e3reka B JIOKATbHUX 1 TTI00ATBHUX MEPEkKaX.

Jlexyis 10. [TpuHmmm po6oTn 6panIMayepiB.

Jlabopamopna poboma 1. OcHoBM mU(pyBaHHS TaHUX.

Jlabopamopna poboma 2. AcumeTpuiHa Kpunrtorpadis Ta

eNEeKTpOHHUH 1udpoBUi miAnUC Ha nmpukiaai cuctemu GnuPG.
Jlabopamopna poboma 3. Mopnens 6e3nekun OC Windows.
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CTyfaeHT OTpUMYeE 3ajlik 3a pe3yJbTaTaMd MOJIYJIbHOTO 1-ro Ta 2-TO
KOHTPOJIIO IIUISIXOM HaKONMUYeHHs O0anmiB. MakcuMalibHa KUTBKICTh 0alliB, SIKY MOXE
oTpuMaTHu CcTyJaeHT cTaHoBUTH 100 (mo 60 GaiiB MOTOYHOTO KOHTpOIO Ta 10 40
O6amB TtectyBaHHs). Cepenne apudmeTHyHe CyMH MOAYJIBHUX OIIHOK CKJIaJae
3UTIKOBUM Oall. SKIIO CTyIeHT HE MOTOKYETHCS 13 3aIPONIOHOBAHUMU OajlaMH BiH
MO>K€e TABUIIUTHU 1X Ha 311Ky, BIIMTOBIBIIIY HAa NMUTAHHS BUKJIa1aya.

IHiocymkoesa oyinka no Kypcy eucmaensacmuca 3a 100-o6anvnoro wikanor i
CKa0aemuvc.

- 3HaHHS TEOPETHUYHOI0 MaTepially 3a pe3ylbTaTaMHu CKIaJaHHS JIBOX
MOAYJIbHUX TecTiB — 40 Oais.

- 3HaHHSI TEOPETHYHOrO0 MaTrepianxy 3a pe3yjabTaTaMu JOKJIAIB Ha TEMU
MOB's13aH1 3 TOTOYHUMU JeKiiamMu — 10 Gamis.

- YMIHHS 3acTOCyBaTH 3HaHHS Ha TPAKTHIIl W TPaKTUYHI HAaBUKU 3a
pe3ynbTaTaMu BUKOHaHHS JaboparopHux pooOiT — 50 OamiB (Jlabopamopha
poboma 1 — 15 6anis, Jlabopamoprna poboma 2 — 20 banis, Jlabopamopna poboma
3 — 15 6anis). Oninka 3a 1abopaTopHy poOOTYy CKIAJAETHCS: TOBHOTA Ta SKICTh
peamizanii 3aBmannas 50% Bif 3aragbHOI OMIHKU poboTH; opopmieHHs 3BiTY 20%0;
aHai3 oTpuMaHux pe3yabratiB 30%.



